
Setting Up

JUMPCLOUD SSO
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Wellness Coach supports Single Sign On (SSO) (Jumpcloud) to access the app 

with one set of login credentials

● Single Sign On

JumpCloud Single Sign On (SSO) Solution provides easy and seamless access to Wellness Coach with 
one set of credentials, from any type of device or application whether they are in the cloud or on premise

● Fraud Prevention

JumpCloud helps to prevent fraud with its dynamic risk engine in conjunction with enterprise specific 
security policy. It supports a combination of the Device ID, Location, and Time of access as multi-factor 
authentication that can help to detect and block fraud in real-time, without any interaction with the 
employee

● Employee Access Management

With SSO through JumpCloud, employee access to Wellness Coach will be managed automatically. Any 
new hires will automatically get access to Wellness Coach on their date of hire and any terminated 
employees access will be revoked on their termination date
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Wellness Coach supports both IdP (Identity Provider) and SP (Service Provider) initiated 
Single Sign On (SSO)

● In IdP Initiated login, SAML request is initiated from JumpCloud IdP
○ Employee first authenticates through JumpCloud Idp by logging into JumpCloud dashboard
○ Employee will be redirected to Wellness Coach app by clicking the Wellness Coach icon on the 

Dashboard - there is no need to login again

● In SP Initiated Login, SAML request is initiated from Wellness Coach
○ Employee logs into Wellness Coach directly from Wellness Coach (web or mobile apps)
○ Employee is then redirected to JumpCloud login page
○ From here, the employee uses their existing JumpCloud login credentials and then can access 

Wellness Coach
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Wellness Coach supports Active Directory sync through SCIM

● SCIM: System for Cross-domain Identity Management

● Benefits of SCIM
○ Employee Access Management - the automation of enabling and disabling employees’ access 

to Wellness Coach
○ Once an employee is added to JumpCloud, their access to Wellness Coach is established, no 

additional steps are required by IT or the HR department
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Technical Steps Needed to Launch SSO for 
with Wellness Coach
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● Go to JumpCloud Admin 
Console

● Click on “SSO 
Applications” on left hand 
side menu

● Click “Add New 
Application”
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● On search bar - type 

Wellness Coach

● Select Create Custom 

Integration

● Press Next button
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● Select “Manage Single 

Sign-on”

● Select “configure with 

SSO and SAML”

● Click Next
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● Enter App name 

“Wellness Coach” 

●  Upload Wellness Coach 

logo - 
https://www.wellnesscoach.live/redesign/images/we

llness-logo.svg

● Click “Save Application”

● Click Configure
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● Enable “Show this 

application in user 

Portal”

● Click Save

● Go to SSO Tab 
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● Fill “IdP Entity Id”  ->  

WellnessCoach

● Fill “SP entity Id” -> 

WellnessCoach

● Fill ACS url -> 

“https://api.meditation.live/auth

/sso/callback”
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● Fill SAML Subject 

NameId ->email

● Select SAMLSubject 

NameId format as 

shown

● Default Relay STATE : 

Please ASK from 

Wellness Coach 

Support Team

● Login URL -> 

“https://api.meditation

.live/auth/sso/callback

”

● Enable Sign Assertion
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● User Attributes setting

● Enter Name  

“firstName” and select 

Value “firstname”

● Click on “Add attribute”

● Enter Name  

“lastName” and select 

Value “lastname”

● Click “Save”
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● On SSO tab, please 

go at top of the page

● Click “Export 

MetaData”

● Share the file to 

Wellness Coach 

team
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Technical Steps Needed to Launch 
SCIM(JumpCloud) with Wellness Coach
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● Select “Identity Management ”

● Select “SCIM API” (not show in the 

picture)

● Select SCIM 2.0

● Fill Base Url -> 

“https://ed.wellnesscoach.live/scim”

● Token KEY will be provided by 

Wellness Coach 

● Test User Email -> Your company 

email

● Group Management should be OFF

NOTE : There will be TEST Connection option visible to 

your first time. After filling the token and other 

parameters, please click on TEST Connection. Once 

test pass, click on  Activate
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● After TEST Connect is passed, 

Please fill out Attributes 

mapping as shown in the 

picture. 

● Save first and press update 

from top right corner

● If there is NO error, We have 

finished SCIM settings
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