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Pingldentity SSO with Wellness Coach

Wellness Coach supports both IdP (Identity Provider) and SP (Service Provider) initiated

Single Sign On (SSO)

¢ InldP Initiated login, SAML request is initiated from Pingldentity IdP

O

O

Employee first authenticates through Pingldentity Idp by logging into Pingldentity dashboard
Employee will be redirected Wellness Coach by clicking on the Wellness Coach icon on the
Dashboard - there is no need to login again

e InSPInitiated Login, SAML request is initiated from Wellness Coach

O

O

O

Employee logs into Wellness Coach directly from Wellness Coach (web or mobile apps)
Employee is then redirected to Pingldentity login page
From here, the employee uses their existing Pingldentity login credentials and then can access

Wellness Coach



Pingldentity SCIM with Wellness Coach

Wellness Coach supports Active Directory sync through SCIM

e SCIM: System for Cross-domain Identity Management

e Benefits of SCIM
o Employee Access Management - the automation of enabling and disabling employees’ access

to Wellness Coach
o Once an employee is added to Pingldentity, their access to Wellness Coach is established, no

additional steps are required by IT or the HR department



Pingldentity SSO with Wellness Coach

Technical Steps Needed to Launch SSO for
with Wellness Coach



Pingldentity SSO with Wellness Coach

.Pingldentlty. A trial_meditation_2074334479 Administrators ~ (’}’ ® Explore ~ 2. Bhartesh Chhibbar
© Gaitng Sowindt Applications @ B Add Application x
Overview Q Search (< Fil Application Name *
Go to Pingldentity Admin Console Monitoring Wellness Coach
3 Applications by Application Name ~
Click on “Applications” on left &EDlrectory Description

PingOne Admin Console
Applications ID: 23cdb7f6-b054-4203-8844-3668d8190be5

hand side menu
Click “Add New Application” (+

i Resources . PingOne Self-Service - MyAccount Icon
Icon) ] 1D: 69000aa7-8262-4912-834c-ca210298a7ch

Applications PingOne Application Portal

ID: b74631fa-326f-4f5e-892b-c14a53201797

Application Catalog

Enter “Wellness Coach” as A W
Max Size 1.0 MB
Application Name
pp Authentication Application Type

Upload Icon (get from below link)
o Select an option below or view the Application Catalog to use a templated integration. If you can't
htt S: We“nesscoqch dCIsh a integrations find what you need in the catalog, consider SAML or OIDC to get started.

User Experience

porta Is/bra nd-dssets © sAML Application © oIpC Web App [0 Native

Settings

Choose “SAML Application”
i Single-Page m Worker l:l Device Authorization

Click “Configure”



https://wellnesscoach.dash.app/portals/brand-assets
https://wellnesscoach.dash.app/portals/brand-assets

Choose “Manually Enter”
option
Fill “ACS URL" as

https://api.meditation.live/a

uth/sso/callback
Fill “Entity ID” as

“WellnessCoach”

Press “Save” button

Pingldentity SSO with Wellness Coach

. Pingldentlty A trial_wellnesscoach_1788678131 Administrators ~

© Getting Started Applications o

@ Overview Q. Search
4~ Monitoring

4 Applications by Application Name ~
-

Directory
Pi PingOne Admin Console
] Applications PR 1D: 74503809-a72a-491e-af40- 749199516341

Applications PingOne Application Portal

ID: e0d2be05-2591-4443-ae2f-83bd 1288733

Application Catalog

Resources Pi PingOne Self-Service - MyAccount
] 10: 3e948558-959c-42¢f-a448-8868330c16f

Application Portal

Authentication

Integrations

E3 User Experience

® Settings

G

©)

i Add Application

SAML Configuration

Provide Application Metadata
O Import Metadata O Import From URL @ Manually Enter

ACS URLs *

https://api.meditation.live/auth/sso/callback

+Add

Entity ID *

WellnessCoach

m Cancel

@ Explore ~

2 Altaf Hussain ~

X


https://api.meditation.live/auth/sso/callback
https://api.meditation.live/auth/sso/callback

Click “Protocol SAML”

It will open next screen

Pingldentity SSO with Wellness Coach

A trial_wellnesscoach_1788678131 Administrators ~

lPingldentity.

Applications @

© Getting Started

@ Overview Q Sea

4~ Monitoring
5 Applications by Application Name ~

Directory
PingOne Admin Console
] 10: 74503809-a72a-4916-a140-749199b16341

Applications PingOne Application Portal

Applications

ID: e0d2be05-2591-4443-ae2f-83bd 1288733
Application Catalog

PingOne Self-Service - MyAccount

Resources ng
Wentity’ ID: 3e948558-959c-42ef-a448-88d68330cf6f

Application Portal

=] Wellness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3

Integrations
User Experience

Settings

G

® ® Explore - 2 Altaf Huss
=] Wellness Coach .
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3 *
Overview Confi i Attribute Policies Access

Protocol ) Attributes -~ Policies Ry Access . |
# SAML ] 1 Mapped / None Selected ¢ All Users 4

General -~

App Type
Advanced Configuration (SAML)

Description
Not Set

Environment ID
87e1dd6f-efc4-43f3-8cba-fa82df7863f7 0

Client ID
3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3 0

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

Connection Details ~

Issuer ID
https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7 T

Initiate Sinale Sian-On URL



Enter “Target Application
URL"” provided by Wellness

Coach Team

Please contact your CS rep or
clientsuccess@wellnesscoach.live for the
Relay State (Target Application URL)

Click “Save”

Pingldentity SSO with Wellness Coach

Wl Pingldentity.

© Getting Started

@ Overview

4 Monitoring

2\ Directory

[ Applications
Applications
Application Catalog
Resources

Application Portal

Authentication

Integrations
User Experience

Settings

A trial_wellnesscoach_1788678131

Applications @

Q Search

5 Applications by Application Name ~

PingOne Admin Console
ID: 74593809-a7aa-491e-af40-749f99b16341

PingOne Application Portal
ID: €0d2be05-2591-4443-ae2f-83bd 1288733

PingOne Self-Service - MyAccount
ID: 3e948558-959c-42ef-a448-88d68330cf6f

Wellness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce842031213

Administrators ~

i Weliness Coach > Edit Configuration

(/i EntyiD*

i
* | WellnessCoach

SLO Endpoint

Subject NamelD Format

Assertion Validity Duration (in seconds) *

| 300

AuthnStatement Session Validity Duration (in seconds) 2

Target Application URL

4 | [Ask for RelayState from Wellness Coach Team]

Enforce Signed Authentication Request 2

(] Enable

Verification Certificate
A Mana M lnadt M\ Ahanan foam link

m Cancet

©)

@ Explore ~

2 Altaf Hussain ~

X



Pingldentity SSO with Wellness Coach

.Ping|dent|ty_ A trial_wellnesscoach_1788678131 Administrators ~ ® ® Explore ~ 2 Altaf Hussain ~

® GO tO “ Att ri b ute M a p p i n g S H ta b © Getting Started Applications @ = gﬂm:;ﬁz:;::?ss7raOEb—2ce843031273 @ : x

@ Overview

e Click Edit (Pencil Icon) .

(~Fi Overview ~ Configuration  Attribute Mappings ~ Policies  Access

Moutering 5 Appllogiona b AprRoRs NaTe These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See o
Mapping attributes.
Directory

PingOne Admin Console
ID: 74593809-a7aa-491e-af40-749f99b16341 A If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

e Itwill open next screen

Applications

Applications

PingOne Application Portal
ID: e0d2be05-2591-4443-ae2f-83bd 12887133
Application Catalog

PingOne Self-Service - MyAccount
ID: 36948558-959c-42ef-ad48-88d68330cf6f

Resources Wellness Coach PingOne

Application Portal
=] Wellness Coach saml_subject User ID Required
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a03123

Authentication

Integrations

User Experience

Settings




Pingldentity SSO with Wellness Coach

WPingldentity. # trial_wellnesscoach_1788678131 > Administrators ~ (@] @® Explore - 2 Altaf Hussain -
Fill in the following three details R Applications © e Eaums e .
Overviow Q. Search G
i sqrr ; . itoril . i ’ .
Type “email” in first box and select A e e oo S oo 41
» Directory
“ PingOne Admin C /! o o
”quil Address" in Second bOX Applications \Dlzngsgggo949;2491:'7‘;400249@9[:16341 Attribute Mapping Cengd)
Qpelicstious PingOne Application Portal Attributes PingOne Mappings Required
T ”f. tN " f. t b d T — ID: e0d2be05-2591-4443-ae2f-83bd 1288733
ication Catalo:
ype “firstName” in first box an o o ‘ _ = ] %
(e ‘F;lvngoAneSeI:-SeAvv!cta: MyAccount
u @ I/ o i | i = L 1
select “Given Name” in second box elos Gosch el bk LN
= D: 3dfb36e8-3fd8-4687-a0eb-2ce84a03123 |ﬁmName |GimName v % (m |
" ”w H
Type “lastName” in first box and © Adhentation . | W .
lastName Family Name - s ¢ O 0
lect “F ily N db * Inograt
select “Family Name” in second box [EE==es
E3 User Experience
“ u ”
Click “Save @ e
Cancel

10



Clickon Access Tab

It will open next screen

lPingldentity.

(]
]

Pingldentity SSO with Wellness Coach

A trial_wellnesscoach_1788678131 Administrators ~

Applications @

Getting Started
Overview

Monitoring
5 Applications by Application Name ~

irectory
Pi PingOne Admin Console
IR 1D: 74503809-a7aa-4916-af40-749199b16341

Applications

Applications PingOne Application Portal

ID: e0d2be05-2591-4443-ae2f-83bd12887f33
Application Catalog

Eemrees PingOne Self-Service - MyAccount
Kentty

ID: 3e948558-959¢-42ef-a448-88d68330cf6f

Application Portal

=] Weliness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3

Authentication

Integrations
User Experience

Settings

Q_ Search -

@ @® Explore ~ & Altaf Hussain ~
Wellness Coach .
[ ID: 3cifb36e8-3fd8-4687-al0kb-2ce84a0312f3 @ : x
Overview  Configuration  Attribute Mappings ~ Policies ~ Access
Protocol o Attributes Ky Policies Ry Access Ry o
SAML -] 4 Mapped 4 None Selected ¢ All Users /

General ~

App Type
Advanced Configuration (SAML)

Description
Not Set

Environment ID
87e1dd6f-efc4-43f3-8cba-fa82df7863f7 0

Client ID
3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3 D

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

Connection Details ~

Issuer ID
https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7 T

Initiate Sinale Sian-On URL

l



Wellness Coach

access to your team

Click on Edit (Pencil icon)
Assign groups if there is
a need to control access
by users or user groups,
by default app will be

accessible to all users

Pingldentity SSO with Wellness Coach

lPingldentity.

© Getting Started

@ Overview

4~ Monitoring

2\ Directory

[ Applications
Applications
Application Catalog
Resources

Application Portal

@ Authentication

¥ Integrations
E3 User Experience

® Settings

A trial_wellnesscoach_1788678131 Administrators ~

Applications @

Q  Search

5 Applications by Application Name ~

Ping

PingOne Admin Console
ID: 74593809-a7aa-491e-af40-749{99b16341

PingOne Application Portal
ID: e0d2be05-2591-4443-ae2f-83bd 12887133

PingOne Self-Service - MyAccount
ID: 36948558-959c-42ef-ad48-88d68330cf6f

Wellness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3

Ga

® ® Explore - & Altaf Hussain ~

i Wellness Coach > Edit Access

Application Portal Display ?

Display this application in the Application Portal.

Admin Only Access ?

|:| Must have admin role

Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are
listed. The following selections determine groups that have access to the application.

Q  Search

Groups  Applied Groups

No Groups Available

Cancel

12

X



On Overview tab

Enable from Switch icon (see
arrow in image)

Please go at bottom of the page
Click “Download MetaData”
Share the file to Wellness Coach

team

Pingldentity SSO with Wellness Coach

A trial_wellnesscoach_1788678131 Administrators ~

lPingldentity.

© Getting Started Applications @

@ Overview Q Search C~Fl

4~ Monitoring
5 Applications by Application Name ~

PingOne Admin Console
] 1D: 74593809-a7aa-491e-af40-74999b16341
ping

Applications PingOne Application Portal
&) 1D: e0d2be05-2591-4443-ae2f-83bd 1288733

2\ Directory

[ Applications

Application Catalog

PingOne Self-Service - MyAccount

R e
lesources Ping [t 959c-426f-ad48-88d68330cf6f

Application Portal
Wellness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84a0312f3

Authentication

Integrations
User Experience

Settings

@ ® Explore ~

= Altaf Hussain ~

=] Wellness Coach
ID: 3dfb36e8-3fd8-4687-a0eb-2ce84203123

— @ X

Overview  Configuration  Attribute Mappings ~ Policies  Access

riome rage UKL
No Home Page Configured
Signon URL

Default Signon Page

Connection Details ~

Issuer ID

https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7 D

Initiate Single Sign-On URL
https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7/saml20/idp/startsso?spEntityld s
=WellnessCoach

IDP Metadata URL
https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7/saml20/metadata/3dfb36e8-3fd 8]
8-4687-a0eb-2ce84a0312f3

Single Signon Service
https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7/saml20/idp/sso T

Single Logout Service

https://auth.pingone.com/87e1dd6f-efc4-43f3-8cba-fa82df7863f7/saml20/idp/slo 0

> (_Download Metadata ) (_Download Signing Certificate )

13



Pingldentity SCIM with Wellness Coach

Technical Steps Needed to Launch
SCIM(Pingldentity) with Wellness Coach

14



Click on “Integrations” on
left hand side menu and
then Select Provisioning
Click +icon and “New

Connection

Pingldentity SCIM with Wellness Coach

Pingldentity.

© Getting Started
@ Overview
#~ Monitoring
&\ Directory

[ Applications

Authentication

Threat Protection

=7 Identity Verification

Integrations
External IdPs
Provisioning
Gateways
Webhooks
PingFederate

Pinglntelligence

A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 -

Provisioning @
Administrators i sioning connections. A connection contains configuration that tells PingOne how to connect to an
external resour@\ GO ER Tl lovisioning user to that resource. Learn More

Connections

Q

1 Connections by Name ~

m PingOne Directory

@

® Explore ~

2 Altaf Hussain ~

15



Pingldentity SCIM with Wellness Coach

- |ng|dent|ty. A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 - @ ® Explore - 2 Altaf Hussain ~
Art - i X
© Getting Started PrOV|5|on|ng ° Create a New Connection

Administrators can manage their provisioning connections. A connection ¢
external resource for the purpose of provisioning user to that resource. Lez

@ Overview

Choose a connection type

4~ Monitoring Connections
Directory Identity Store Select
Q SSO Create a connection to an external service with PingOne's native
Applications connectors or via the SCIM protocol.

1 Connections by Name ~
Gateway

Q s
. c I Ic k S e I ect n ext to LTy ) . & Create a connection to an existing PingOne Gateway that's connected to
PingOne Directory

an external LDAP directory.
Threat Protection

Identity Store 2 Identity Verification

Integrations
External IdPs
Provisioning
Gateways
Webhooks
PingFederate

Pingintelligence

16



Pingldentity SCIM with Wellness Coach

.Ping|dent|ty A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 ENEESS ~ @ ® Explore ~ 2 Altaf Hussain ~
. e . i X
Getting Started Provisioning ° Create a New Connection
: Administrators can manage their nnections. A c (1) 2 3 4
Overview external resource for the purpose of provisioning user to that resource. Lez &

first sel

Monitoring Connections Tc

Directory Q

(] c I ic k O n : Applications a

1 Connections by Name ~

Authentication @
az sc I M o u t bo u n d L Threat Protection m il

Salesforce Leads and Contacts

i ficati SCIM Outbound ServiceNow
Identity Verification Integrate with Salesforce to
provision leads and contacts from Integrate with a SCIM compliant Integrate with ServiceNow to
PingOne Directory and have them directory to provision users out of provision users from PingOne
available for sales and marketing the PingOne Directory. Directory into ServiceNow for

H . campaigns within Salesforce. outbound provisioning.
® c I C N ext Integrations

External IdPs

Provisioning

P N
Gateways . . W o

Webhooks Slack Workday

. Integrate with Slack to provision Integrate with Workday to import
PingFederate e e

Pinglintelligence

Cericel m

17



Pingldentity SCIM with Wellness Coach

.Ping|dent|‘[y, A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 - @ ® Explore ~ 2 Altaf Hussain ~

Create a New Connection X

Upload Icon (get from

O Getting Started Provisioning @

. ) Administrators can manage their provisioning connections. A connection G 0—® 3 4
be I ow I I n k) Overview external resource for the purpose of provisioning user to that resource. Lez

Monitoring Connections Customize your connection icon, name and description to help identify the connection in the connections lis

https://wellnesscoach.da Bl

Q
sh.app[portulslbrand—us

1 Connections by Name ~ SC ' M
: . l Max Size 1.0 MB
s ets Threat Protection Eingone Directory

Applications

Name *

27 Identity Verification

Wellness Coach

Fill “Wellness Coach” as

Integrations Description
N q m e External IdPs
Fill Description (Optional) [

Webhooks

H /] ”
cllck Next PingFederate
Pinglntelligence Cancel m

18


https://wellnesscoach.dash.app/portals/brand-assets
https://wellnesscoach.dash.app/portals/brand-assets
https://wellnesscoach.dash.app/portals/brand-assets

Add SCIM Base URL as

https://ed.wellnesscoach.live/sci

m
Select SCIM Version as 2.0

Select Authorization Method as
“OAuth 2 Bearer Token”

OAuth Bearer token.

Fill OAuth Access token

Please send an email to Wellness
Coach for the OAuth Access

token

Select auth Type Header as
“Bearer”
Click “Next”

Pingldentity SCIM with Wellness Coach

lPingldentity.

© Getting Started
@ Overview
4~ Monitoring
an Directory

[ Applications

© Authentication
@ Threat Protection

[ Identity Verification

%% Integrations
External IdPs
Provisioning
Gateways
Webhooks
PingFederate

Pinglntelligence

A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 -

Create a New Connection

Provisioning @

@ ® Explore ~ 2. Altaf Hussain ~

X

external resource for the purpose of provisioning user to that resource. Lez

Connections Specify the authentication configuration for the connection
Q Configure Authentication
SCIM BASE URL *
1 Connections by Name ~ | https://ed.wellnesscoach.live/scim
§ . SCIM Version
m PingOne Directory
| 2.0

Authentication Method

| OAuth 2 Bearer Token

Oauth Access Token *

Auth Type Header

Bearer

Previous

Users Resource

/Users

Groups Resource

| /Groups

Cancel Test Connection m

19


https://ed.wellnesscoach.live/scim
https://ed.wellnesscoach.live/scim

Pingldentity SCIM with Wellness Coach

WPingldentity. # trial_wellnesscoach_1788678131 > Customer Solution Environment 2efe6961 - (04 ® Explore - A Altaf Hussain ~

ST " x
© Getting Started Provisioning @ Create a New Connection

) Administrators can manage their provisioning connections. A connaction contains configuration that tells PingOne how to connect to an ° ° ° 4
@ Overview external resource for the purpose of provisioning user to that resource. Leam More

4~ Monitoring Connections
2\ Directory

Q Configure Preferences
Applications

User Filter Expression
1 Connections by Name ~

P Direct
[F] prsoneprecon User Idntfr

workEmail v

Remove anything from User Filter

Authentication

Expression filed (if any) 9 T ot

) Identity Verification

Select all checkboxes as shown in

Custom Attribute Schema URNs

Integrations

the screen ook i rirss Hining @

Provisioning O Merge (@ Overwrite

Click “Previous” to back to ol Actions

Webhooks

previous screen e

(% Allow Users to be Updated
Pingintelligence (% Allow Users to Ipdatec

Allow Users to be Created 2

@ Allow Users to be Disabled 7

3 User Experience

® Settings Allow Users to be Deprovisioned 2

Remove Action

Delete -

Nenrovision an Rule Daletion 2

20



Click Test Connection

It shall show “Connection
successful” message
Click “Next” and then Save

Pingldentity SCIM with Wellness Coach

lPingldentity.

© Getting Started

@ Overview

4~ Monitoring
Directory

Applications

Authentication
Threat Protection

7 Identity Verification

Integrations
External IdPs
Provisioning
Gateways
Webhooks
PingFederate

Pingintelligence

A trial_wellnesscoach_1788678131 Customer Solution Environment 2efe6961 -

Provisioning @

Administrators can manage their provisioning connections. A connection ¢
external resource for the purpose of provisioning user to that resource. Lez

Connections

Q

1 Connections by Name ~

m PingOne Directory

Create a New Connection

Configure Authentication
SCIM BASE URL *

https://deved.wellnesscoach.live/scim

SCIM Version

2.0

Authentication Method

OAuth 2 Bearer Token

Oauth Access Token *

Auth Type Header

Bearer

BN

@ ® Explore ~ & Altaf Hussain ~

X

Users Resource

/Users

Groups Resource

/Groups

Cancel Test Connection m

21



Pingldentity SCIM with Wellness Coach

rial_wellnesscoach_’ ustomer Solution Environment 2efe e Xplore ~ - laf Hussain ~
ingldentity. A trial_well h_1788678131 Cust Solution Envi t 2efe6961 (ENEED Expl 2. Altaf Hussai
Wellness Coach
S %
© Getting Started Provisioning @ Created on 2025-02-06 «©
" Administrators can manage their provisioning connections. A connection ¢
@ Overview external resource for the purpose of provisioning user to that resource. Lez ONergWE. Conngurtion
4 Monitoring Rules  Connections Name o

- Wellness Coach
&\ Directory scM
a Description

Applications

2 Connections by Name ~

Authentication Configured Rules
Y . . PingOne Direct
e  Finally Enable from Switch icon Thrat Protecton P i a

Identity Verification Wellness Coach

Integrations
External IdPs

Provisioning

Gateways

Webhooks

Pinglintelligence
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